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Wireshark Lab

» Itis useful to be able to “view the protocols in action” and
be able to “play with the protocols”

e To do this, the ideal is a message manipulation tool
(Protocol Data Unit - PDU)

e With Wireshark it is possible to observe the network
protocols in action on your computer, interact and
exchange messages with the protocol entities running both
on the local PC and somewhere else on the Internet
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Packet sniffer

 The basic tool of Wireshark captures (sniffs) messages received
and transmitted from your PC

e |tis an entirely passive module
— It cannot send packets on its own

— The packets it receives are not explicitly addressed to the
sniffer (it is “transparent” to protocols)

— It does not change the action of the protocols: the packets it
Intercepts are copied (dumped), but regularly delivered to the
true destination

packet application (e.qg., wWww

browsar, ftp client)

Transport (TCPIUDP)
Metwark (1P)
Link (Ethernet)
Physical

]

toffrom netewor toffrom netewor
Figure 1: Packet sniffer structure
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Packet sniffer

It consists of two parts
« Packet capture library

— It receives a copy of all the data-link frames
received/transmitted by the PC

 Packet analyzer
— It is able to recognize the structure of protocol messages

— It shows the contents of all fields of a captured protocol
message

application (e.qg., wWww
browsar, ftp client)

packet

Transport (TCPIUDP)
Metwark (1P)
Link (Ethernet)
Physical

toifrom network toifrom network
Figure 1: Packet sniffer structure
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Message analysis

« The Packet Analyzer exploits the recursive encapsulation carried out by
the protocol levels

« |tallows you to analyze a message captured at multiple protocol levels
(onion skin approach)

« Example
— Ethernet frame
— |P packet
— TCP segment
— HTTP message
packet sniffer
— Content of the HTTP I T
! dCcre ! z = =1 ICatan (e.qg., W
message E aﬁalyzer i application r:Irjprm.n':.rs:er, ftp ?:Iierrt}
E E Transport (TCPIUDP)
1 ! Metwork (IP)
j —— | : Link (Ethernet)
E Physical
toffrom network toffrom network

Figure 1: Packet sniffer structure
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Wireshark

* Most popular open-source free-ware sniffer program
— http://www.wireshark.org/
« It uses the Packet Capture Library vavailable in the operating system
— Windows (WinPCap)
— Linux/Unix (libpcap)
— Mac (libpcap)
* Well documented and with a large community of users
— User guide: http://www.wireshark.org/docs/wsug html chunked/
— Man pages: http://www.wireshark.org/docs/man-pages/
— Detailed FAQ: http://www.wireshark.org/fag.html
« The analyzer supports the formats of hundreds of protocols

* It can operate on many different network interfaces including: Ethernet,
PPP and SLIP, 802.11 WiFi

8 ;a POLITECNICO MILANO 1863 Fundamentals of Communication Networks



http://www.wireshark.org/
http://www.wireshark.org/docs/wsug_html_chunked/
http://www.wireshark.org/docs/man-pages/
http://www.wireshark.org/faq.html

Wireshark

o |nstallation (http://www.wireshark.org/download.html)

— The necessary Lan Packet Capture Library is automatically installed in the
OS if not already present

» Startup screen (Win):
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http://www.wireshark.org/download.html

Capture display

e Command menu

— File: to save or open
captures

— Capture: to start
capturing

 Packet List
— Packet number
(assigned by Ws),
capture time,
source/destination

addresses, protocol,
specific fields

— It can be ordered

— Protocol type shows
the highest level that
caused the sending

T
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display filter
specification

listing of y

captured
packets

details of 4
saelected
packet
header

packet content
in hexadecimal
and ASCII
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Capture display

» Header details

— Detalls on the selected
packet contsnd { :

— Info about the frame, IP
packet, and UDP/TCP  dsplay filter

) specification WL
segment that contain the I e e e .
message S |
packets rm@

m Erhernet 11, Src: setgear_S1:8e160 (00:0D:Shr&lrSersd), osv: wesrelIT_9f:e2:be (000 2dbref 12 b0
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o To select or hide et S e
packets based on
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Exercise: test run

 Open a browser
e Start Ws
e Menu: Capture - Intreface
— Start on the interface you want to use
* Inthe browser, enter the URL
o hittp://gaia.cs.umass.edu/wireshark-labs/INTRO-wireshark-filel.html

— After the INTRO-wireshark-filel.html page appears in the browser,
stop the Ws capture

P Fackets Packets/s Stop

0 [ston] [gpticns | (peais

1921681100 17 0 |start| | Opticns || Details |
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http://gaia.cs.umass.edu/wireshark-labs/INTRO-wireshark-file1.html

Exercise: test run

o Write “http” in the filter window

* Look for the response to the HTTP GET message that contains the phrase that
Is displayed in the browser

BNdae cEx@s n++»w T2 [EH ccaan eaD®% B
Filter. hitp
P Protecod I.mgap_]:ﬂ_’-:r___ e

- BLE 43. 966568 £6.103. 80,47 B0 BTTP/L.1 200 0K {Text/plain}
828 44, 507171 304, 9,153, 166 107 LES. 1. 000
835 45, 620833 192, 168,1.101 128,119, 245.12
837 45, 46802 128,119 245,12 192, 168.1. 101

271 WTTR/L. 1 200 0K 3 :
489 G&T /wireshark-labs/ INTRO-wireshark-f11
434 WTTP/L.1 200 0K (rext/isl)

B30 45, 687572 128,119, 245,12 102, 168.1. 100 SE4 mTTR1. 1 404 Mot Found  (rest/hvsl)

B41 45, 739168 128,119, 245.12 192 168. 1. 101 564 WTTP1. 0 404 Mot Found  (Cext hosl)

= CE B EEE| E

128,119, 245,12 192, 168.1. 101 S6b mTTR 1.1 404 Mot Found  (Lexg/hosl)

mas: Y

user-agant: Wozilla/ 5.0 (windows: u; windows WT 6.1; en-uS; rvil. 9. 2.22) Gecko/ /20100902 Firefou/3.6.22 (.MET cL® 3. 5.30729)rn
accept: texy/hoal applicarion/shcalxnl, applicarion xml; g=0. 9, %/ g=0. 8\r'\n

ACCRPT-LaNguage: en-us,eniq=0, 5\ rin

accept-gncoding: grip.deflate’r'\n

Accept-Charser: I50-8859-1,urf-8:g=0.7.%;g=0.7r\n

reep-alive: 115rn

cornection: keep-aliveiri\n

WA

] 21T 6 T3
73 2f a9 de 54 5F af 2

Fundamentals of Communication Networks




	Diapositiva numero 1
	Wireshark Lab
	Packet sniffer
	Packet sniffer
	Message analysis
	Wireshark
	Wireshark
	Capture display
	Capture display
	Exercise: test run
	Exercise: test run

